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National Web Privacy Forum

● IMLS funded National Forum for Web Analytics 

and Web Privacy

● Montana State University, Bozeman Montana

● September 12-14, 2018

● 40 librarians, technologists, and privacy 

researchers came together to address the need 

to enhance our understanding and practice of 

web analytics and privacy. 

https://www.lib.montana.edu/privacy-forum/

Project Director: Scott W.H. Young,
 swyoung@montana.edu

https://www.lib.montana.edu/privacy-forum/
mailto:swyoung@montana.edu
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Forum Outcomes

Action Handbook - provides background, resources, and good practices to guide libraries 

in ethically implementing web analytics with a view towards privacy.

White Paper - describes eight “pathways to action,” strategies for improving the state of 

privacy in libraries

https://scholarworks.montana.edu/xmlui/handle/1/15446
https://scholarworks.montana.edu/xmlui/handle/1/15445


Big Data & Learning Analytics
Some Examples…

Image: http://phys.org/news/2016-03-size-doesnt-big.html





https://www.dukechronicle.com/article/2019/06/duke-university-facial-recognition-data-set-study-surveillance-video-students-china-uyghur

https://www.dukechronicle.com/article/2019/06/duke-university-facial-recognition-data-set-study-surveillance-video-students-china-uyghur


Image: http://www.abc.net.au/news/2016-08-12/university-of-melbourne-tracking-students-through-wifi/7723468



Image: http://www.redandblack.com/uganews/uga-dining-halls-to-introduce-eye-scanners/article_0b1703e2-2562-11e7-9dac-f38fb6755209.html



Image: http://www.chronicle.com/blogs/ticker/harvard-took-secret-photos-of-2000-students-for-attendance-study/89171



Image: http://www.oru.edu/news/oru_news/20160104_fitbit_tracking.php



Image: https://www.edsurge.com/news/2016-11-17-wearable-tech-weaves-its-way-into-learning



https://www.telegraph.co.uk/education/2019/06/04/universities-trawl-students-social-media-look-suicide
-risk-new/

https://www.telegraph.co.uk/education/2019/06/04/universities-trawl-students-social-media-look-suicide-risk-new/
https://www.telegraph.co.uk/education/2019/06/04/universities-trawl-students-social-media-look-suicide-risk-new/


https://www.csindy.com/coloradosprings/uccs-secretly-photographed-students-to-advance-facial-recognit
ion-technology/Content?oid=19664437

https://www.csindy.com/coloradosprings/uccs-secretly-photographed-students-to-advance-facial-recognition-technology/Content?oid=19664437
https://www.csindy.com/coloradosprings/uccs-secretly-photographed-students-to-advance-facial-recognition-technology/Content?oid=19664437


https://uanews.arizona.edu/story/researcher-looks-digital-traces-help-students

https://uanews.arizona.edu/story/researcher-looks-digital-traces-help-students


https://www.theverge.com/2018/8/15/17693174/saint-louis-university-echo-dots-amazon-student-living-s
paces

https://www.theverge.com/2018/8/15/17693174/saint-louis-university-echo-dots-amazon-student-living-spaces
https://www.theverge.com/2018/8/15/17693174/saint-louis-university-echo-dots-amazon-student-living-spaces


https://www.eff.org/deeplinks/2017/04/eff-releases-spying-students-ed-tech-report



Data Barometer



Frameworks



ALA Code of Ethics

I. “We provide the highest level of service to all library users 
through appropriate and usefully organized resources; 
equitable service policies; equitable access; and accurate, 
unbiased, and courteous responses to all requests.”

III. ”We protect each library user's right to privacy and 
confidentiality with respect to information sought or 
received and resources consulted, borrowed, acquired or 
transmitted.”

http://www.ala.org/advocacy/proethics/codeofethics/codeethics



IFLA Code of Ethics

3. Privacy, secrecy and transparency

•Librarians and other information workers respect personal 
privacy, and the protection of personal data, necessarily 
shared between individuals and institutions.

•The relationship between the library and the user is one of 
confidentiality and librarians and other information workers 
will take appropriate measures to ensure that user data is 
not shared beyond the original transaction.

https://www.ifla.org/publications/node/11092#privacy

https://www.ifla.org/publications/node/11092#privacy


Principles for Ethical Research
1.  Respect for persons 

• Informed Consent

2.  Beneficence
• Risk Evaluation 
• Maximize benefit and minimize risk

3.  Justice
• Equitable selection of research subjects



Legal Research ≠ Ethical Research



Researchers are not absolved of ethical 
obligation to research subjects regardless of 
compliance requirements 



Im
ag

e:
 U

n
iv

er
si

ty
 o

f 
M

o
n

ta
n

a 
- 

M
au

re
en

 a
n

d
 M

ik
e 

M
an

sf
ie

ld
 L

ib
ra

ry
, 

h
tt

p
:/

/u
ta

h
-p

ri
m

o
p

ro
d

.h
o

st
ed

.e
xl

ib
ri

sg
ro

u
p

.c
o

m
/p

ri
m

o
_l

ib
ra

ry
/l

ib
w

eb
/a

ct
io

n
/d

lD
is

p
la

y.
d

o
?v

id
=M

W
D

L&
af

te
rP

D
S=

tr
u

e&
d

o
cI

d
=d

ig
co

ll_
m

sl
_3

8p
16

01
3c

o
ll2

7/
45

07
 

Weighing Risk



Who, in fact, benefits?

•Data more valuable to institutions & corporations than 
individuals

•Loss of autonomy 

• Individuals in studies rarely accrue benefits 

•Risks are almost always greater for groups that already 
experience higher levels of surveillance & discrimination



Threat Models



https://www.anu.edu.au/news/all-news/data-breach-faqs

Data Breaches

https://www.anu.edu.au/news/all-news/data-breach-faqs


https://www.news.gatech.edu/2019/04/02/unauthorized-access-georgia-tech-network-exposes-informatio
n-13-million-individuals

https://www.news.gatech.edu/2019/04/02/unauthorized-access-georgia-tech-network-exposes-information-13-million-individuals
https://www.news.gatech.edu/2019/04/02/unauthorized-access-georgia-tech-network-exposes-information-13-million-individuals


Carl Bernstein & Bob Woodward.  1974. All the President's Men. New York: Simon & 
Schuster. P. 32

Unforeseen Consequences



Image:  
http://www.chronicle.com/interactives/belfast



Threat Modeling Exercise



Image:  Public Domain, https://commons.wikimedia.org/wiki/File:Student_Data_Management.gif

Common Library Data Points

• Collection Use (Physical & 
Electronic) 

• Card Swipe Data (Space Use) 
• Instruction Participation 
• Reference Participation 
• Workstation Use 
• WiFi/Network Use 

Combined with: 
• Student Performance Measures 
• Student Demographic Data



Image: (Public Domain), http://thenounproject.com/term/information/22/



Image:  http://www.openculture.com/2015/08/hear-the-very-first-adaptation-of-george-orwells-1984-in-a-radio-play-starring-david-niven-1949.html


